Office of Natural Resources Revenue
Instructions for MessageWay Access and Use

MessageWay is the system used by the Office of Natural Resources Revenue (ONRR) for
sharing sensitive, proprietary information with government agencies, company operators and
payors.

These instructions are designed to assist you with:
e Establishing an account to access MessageWay.
e Accessing the MessageWay web interface.
e Downloading encrypted correspondence.

General Guidelines and Information

e ONRR MessageWay File Transfer process overview:

ONRR SENDER OF FILE MESSAGEWAY SERVER RECIPIENT OF FILE
e Logsinto MessageWay | ®  Processes and stores all e Logs into
e Uploads file to MessageWay MessageWay
recipient’s mailbox correspondences in the e Downloads files in
appropriate mailbox for 60 mailbox
days

e MessageWay Web Address: https://onrr-connection.onrr.gov.

e Once you download a message (file), it will move from the “Available Msgs” tab to the
“Downloaded Msgs” tab.

e The message will stay in the “Downloaded Msgs” tab for 60 days. During the 60 days it
can be downloaded again as needed.

e |If you experience any problems while using MessageWay, please contact the sponsor
(the person who requested your account and that you received your account information
from). Please have any error message you receive available. Your sponsor will then
contact the Enterprise IT Service Desk to open a ticket on your behalf.
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How to Establish a MessageWay Account

1. To establish a MessageWay account, please contact your ONRR contact (sponsor) and
request a User ID (account name) and temporary password.
2. The ONRR MessageWay Administrator will establish a user ID and temporary password and
forward them to your sponsor via email. Your sponsor will communicate the information to

you.

How to Setup your MessageWay for the First Time

1. Begin by going to the following link: https://onrr-connection.onrr.gov
IMPORTANT: Click on the “Change Password” command button.

2.

3.

OFFICE OF NATURAL RESOURCES REVENUE

Logon to MessageWay

A

In the “User” text box, type in your “User ID” (account name).

OFFICE OF NATURAL
RESOURCES

Logon to MessageWay

User: "—
Password: l—
New Password: [— Note: Password MUST be at least 6 characters.
Repeat New Password: [—

Feturn

rnce of your wie, vhartzed of
Urwihorized or iBs gal use mey sibject
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4.

5.

In the “Password” text box, type in the temporary password that was provided.

OFFICE OF NATURAL
RESOURCES

Logon to MessageWa
—

User:

Password:

Repeat New Password:
LogonChgPswd

New Password: Note: Password MUST be at least 6 characters.

Feturn
HENT OF Wrning !
V\\" T 4;, By logrmg on tothis ¢2 ,you acpt and agme s © abids by the Foaler of Bahavior
paf -, - %, Before you dovwnb sd Deputment of the Interior (DO1) data to & comgeater of Ay other device ,yoummast comsply with D 01 standands for data encryption
&

s wnd retem security. You meast b understand wnd agree to comply with DO quiranerts for deleting the data . Congact your IT Security Munager for
S| rpecic tions regarding these standirds andreqaranees. Fubme to comply mig resl i ainmal, ¢ mal andor diec plisny sction

[T

By logfing 500 thit iy (oagaites f7tan, o sk b dge snd ¢ onient 1o the moneaing of this ayvtess. Bvidence of youf uie, vhorised of
mrimhorize d, ol e d B g BRCEEOT 1 By be e dfor ool o Sl admanicatie of ofier advers wction. Unauhorized of s gl uie mey adbject
Yot 1 ¢ pminal [eote ARl

OFFICE OF NATURAL
RESOURCES

Logon to MessageWay

Repeat New Password:

Feturn

Wrning !

By Iogrmg om o this e o sotapt end agiee 0 abide byt Fauler of Bahavior

%, Before you dovwnl sd Depatmsent of the Inderior (D00) data to 4 compater of ang” other device ,yroumnast comply with D01 standunds for data encryption
s wnd retem security. You meast b underrtand wnd agre s to comply with DO e quiranents for deleting the data . Contact your IT Security Munager for
2| pecic stions Teg p s standards Fuilare 1o comply iy terult i ainialc wil andbr die plinry action

By loging 500 this iy (oamgaites f7tan, o sk b dge snd ¢ oneant 1o the suonoring of ths fyvien, Bvidence of youf wir, vthorised of
wmrtmhorize d, ¢ ol e d S g BRCEEOT 1 By be e dfor covil, T EnmA L, admsninretie of ofier adverss wtion. Unautherized or (s gl uie mey adbect
Yot 1 ¢ pminal [eote ARl

In the “New Password” and “Repeat New Password” text boxes, type in your preferred new
password.
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6. Click on the “LogonChgPswd” command button.
OFFICE OF NATURAL

RESOURCES

Logon to MessageWay

User:
Password:
New Password: Note: Password MUST be at least 6 characters.

Repeat New Password:
LogonChgPswd
Feturn

Note: There are no password restrictions in-place for MessageWay. If you fail to
successfully log in after four attempts, you will be locked out. If you get locked out or
forget the password, please contact the ONRR Enterprise Service Desk, by phone:
877-256-6260 or 303-231-3333; or e-mail: Enterprisel TServiceDesk@bsee.gov.

7. After clicking the “LogonChgPswd” command button, you will see your MessageWay home
page.

OFFICE OF NATURAL
RESOURCES

Mailbox: WolterS
Upload Available Msgs Downloaded Msgs Canceled Msgs Uploaded Msgs Home Logout
Rows 1/0 of 0 Previous MNext

Data/Tima

Massage ID Class ID Filenama

Server Time: 20140305111609105 Previous Next

‘ag NT OF 3 Waning!
‘ \.;{/ "\ol Ery logging om tothds site you scceptand agres o abide by the Foules of Beharror

7y, Eelom you dovnb sd Deputoend of the Interior (DO1) dats to o comsprater or wiy othver device ,youmaet cousply with D 01 stendards for dats encryplion
T and systerm securty. Von it alio wderstind and agree to complywith DO requitanerts for deleting the dita. Contact your IT Sec ity Mg for
'g specifications regunding these stundwrds wdrequiranents. Fubare o comply may result in oiminal, ¢ il andibr disc iplinagy action

/By loggeg bito this agency comgrater syvban, you wchnowkdge wd consent to the mondtorng of this syvtemn. Evidence of your wee, vuthorized or
urwmhorized, ¢ ollecte d dur ing memitor g may be used for civil, i, admdndematie or ofver sdvers action. Thunghorized or ille gal nuse may subject

4
4,
ek 3, ® o b0 Sriubial pooss aztion.
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How to Access MessageWay as a Returning User

1. To access MessageWay, click on the following link: https://onrr-connection.onrr.gov

2. Type in your User ID and password and click the “Logon” command button.

Logon to MessageWa

User: |abdu||ah5

Password: I.........

Logon

OFFICE OF NATURAL RESOURCES REVENUE

Note: If you fail to successfully log in after four attempts, you will be locked out of
the system. If you get locked out or forget the password, please contact the Service

Desk, by phone: 877-256-6260 or 303-231-3333; or e-mail:
EnterpriselTServiceDesk@bsee.gov.

3. Your MessageWay Home Page opens.

OFFICE OF NATURAL
RESOURCES
Mailbox: WolterS
Upload Available Msgs Downloaded Msgs Canceled Msgs Uploaded Msgs Home Logout
Rows 1/00f 0 Previous MNext
Massage ID Class ID Filenama

Data/Tima

Server Time: 2014030511160%105

Waning!

Previous

Next

’ Ery logging om tothis site you acceptand agres o abide by the Fules of Behavior

'g specifications reguding these stundards wdrequiranents. Fubare to comply may pesult in aiminal, ¢ vl andbr disc ipliagy action

By logging mito this aency cougrber syvian, you whnowkdge and consant to the monitoring of this fyviem,. Bvidence of your wse, suthorized o

you o riuial pross aation

vy, Blope you dovndowd Depatuoend of the Interior (DOD) dats to u cousputer or wy ot device ,youzuast couply with D 01 stendards for data encryplion
T and systern securty. Vion it alio wderstind and agree to comply with DOIre uisanerts for deleting the dite, Contact your IT Sec wity Muuge for

urwmhorized, ¢ ollecte d dur ing memitor g may be usedfor civil, orimial, edmindaratie or ofher advers sction. Thunhorized or ile gal use may ;ubject
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How to Download Secure Correspondence

Note: The MessageWay system will notify you via email that you have a message waiting for
download.

1. From the MessageWay home page, click on the desired “Message ID” link for the file you
want to download.

OFFICE OF NATURAL

RESOURGRS

Mailbox: AbdullahS

Upload Availab g Downloaded Msgs Canceled Msgs Uploaded Msgs Home Logout
Rows 1/6of 6 Previous Nesxt
Iv. sszage ID Filename DatefTime
X.' @" 2014031009520500nvnk Meszage Way Teg Wolters Mon Mar 1009:52:05 2014 12693
x- @" 201403100851430017c7 Meszage Way Ted Wolters Mon Mar 1009:51:48 2014 12684
x- B" 2014031009512800jbms Meszage Way Ted Wolters Mon Mar 1009:51:28 2014 12670
x. B" 2014031009452700h2dt Thanksl.docx Owenss Mon Mar 1009:45:27 2014 12864
X.' a‘ 201403 1009450200fpc] Thanks. pdf Owenss Mon Mar 1009:45:02 2014 5383
X- @" 2014031009443200domd Thanks.docx Cwenss fMon Mar 1009:44:32 2014 127895
Server Time: 20140310111721254 | Previous | MNext

2. Click on the “Save” button.

Do you want to open or save this file?

@ j Mame: BHP_PreAct.xls
1HL

Type: Microsoft Excel Worksheet, 24.0KB

From: mms-connection.mms.gov

Open l[ Save II Cancel I

harm your computer. § you do not trust the source, do not open or
= save this file. What's the rsk?

I@' While files from the Intemet can be useful, some files can potentially
b,
k.

Note: Do not use the “Open” command button. Using the “Open” command
button will cause a system error.
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3. The “Save As” window opens with the file name for the document. Then click “Save.”

Save As

My Recent
Documents

Desktop

My Documents

My Computer

My Network

Savein: | | Transferto Documentum

] ©# ee @~

& Az - Documentation_Checklist.xls

A3—a Results_Summary_(0il_and_Gas).xls

&) Ad4-a Background_and_Prior_Reviews_Summary_(Qil_and_Gas).xls
& c1-d OGORA-120610.x4s

Cl—d OGORB-120610.xls

Cl—d OGORC-120610.xs

& C1-e 2014-120610.4s

File name: E:HF' Prefct ds|

Save as type: | Microsoft Excel Worksheet M [ Cancel

4. Once you see the “Download Complete” box, click “Open” to view document, or click

“Close” to view it later.

Download complete

—{_% Download Complete

BHP_PreAct.xls from mms-connection.mms.gov

[IIIIIIIIIIIIIIIIII EEEEEEEEEEEEEEEEEE|
Downloaded: 24.0KB i

Download to: an...\BHP_PreAct.xls
Transfer rate:

[ Close this dialog box ad completes

Open ] [Dpen Folder ] l Close I
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Downloaded Msgs Home Page

The “Downloaded Msgs” home page lists all the successfully downloaded correspondence.

OFFICE OF NATURAL

RESOURCES
Mailbox: Abdullahs
Upload fvailable Msgs Downloaded Msgs Canceled Msgs Uploaded Mses Home Logout
Rows 1/10f1 Previous Next
E D
@' 201403100551 2300jbms Meszage Way Tes] Wolters Mon Mar 1011:28:01 2014 12670
Server Time: 20140310112816605 | Previous | Next

The message will stay in the “Downloaded Msgs” tab for 60 days. During the 60 days it can be
downloaded again as needed.

To report any issues with accessing or use of your ONRR MessageWay account, please contact
the ONRR Enterprise Service Desk, by phone: 877-256-6260, 303-231-3333; or e-mail:
EnterpriselTServiceDesk@bsee.gov.
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